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For many Americans, social networking is
their primary source of connection and com-
munication. Statistics confirm that as social
networking increases, the use of individual
email dramatically declines.1 In order to con-
duct comprehensive discovery, information
transmitted through social networking
providers (“SNPs”) must be uncovered.
Whether the case involves a commercial dis-
pute or a product defect – postings, pictures
and messages transmitted through SNPs can
be a valuable source of discovery.

According to its own statistics, Facebook
alone has over 500 million users2. Coupled
with each of the top 15 social networking
sites, including MySpace, Friendster, Bebo,
Twitter, and LinkedIn, the number of social
networking users is estimated to exceed 880
million.3 Not just for entertainment, many
Fortune 500 companies have Facebook and
Twitter profiles, including Walmart and
ExxonMobil.4 Companies are using social
media5 to secure data about people’s prefer-
ences and to track consumer trends.6 In

responding to this growing trend,7 litigators
are also including discovery from SNPs as a
part of their discovery protocol.8

Although the information transmitted
through SNPs can be helpful, securing this
information can be challenging. With a little
tenacity, however, the skillful litigator can
navigate the discovery hurdles and achieve
production of all available electronically
stored information (“ESI”) directly from the
SNP.

Procedures And Applicable Discovery
Rules To Secure ESI From SNPs And

Users9

Initially, the party seeking information
should serve written discovery upon the SNP
user demanding disclosure of: (1) the social
networks subscribed to by the user, (2) the
duration of each subscription, (3) all infor-
mation and documents responsive to the dis-
covery demands, and (4) applicable
usernames and passwords.10 Because infor-
mation on social networks can be easily
altered, deleted and may not be properly pre-
served by the user, complete discovery
requires production from both the user and
the SNPs. 
a. New York, New Jersey and Federal
Discovery Rules For ESI

Generally, under both New Jersey and the
Federal Rules of Civil Procedure, a party can
“obtain discovery regarding any non-privi-
leged matter that is relevant to any party’s
claim or defense,” or that is “reasonably cal-
culated to lead to the discovery of admissible
evidence.”11 Similarly in New York, “[t]here
shall be full disclosure of all matter material
and necessary in the prosecution or defense
of an action.”12 Both the New Jersey and Fed-
eral Rules specifically include ESI.13 New
York recently followed suit by amending its
rules (the “CPLR”) to address ESI and
require its disclosure.14 Notably preservation
of ESI is required, but the ESI available for
production on the user’s site can change with

the click of a mouse. Therefore, the best pro-
cedure to ensure disclosure of all responsive
ESI is to seek that information from both the
user and the SNPs. 
b. California Procedure for Obtaining
Subpoena For Out-of-State Action

To secure disclosure from third-party
SNPs, the litigator will need to obtain a sub-
poena from a California court. Although they
are based in different venues, all SNPs are
essentially based in California. The California
Code of Civil Procedure was recently
amended to simplify the process of obtaining
a subpoena issued in an out-of-state action.15

A foreign subpoena may be issued to the
Clerk of the Court in the county in which dis-
covery is sought, accompanied by the proper
fee16 and an application for a California sub-
poena with the same terms as the foreign sub-
poena.17 Alternatively, upon presentation of
the forms and fees required under the statute,
an active California attorney may issue a for-
eign deposition subpoena without going to the
local court. 

Anticipated Objections By Users And
SNPs

Once the discovery is served, the demand-
ing party should be prepared for likely objec-
tions from opposing counsel and the SNP.
Standard objections claiming requests are
overly broad, vague and unduly burdensome
will likely be lodged, but responses can be tai-
lored in a manner to facilitate disclosure.
Responses to objections based upon the
Stored Communications Act (“SCA”),18 how-
ever, require a more focused and detailed
response.

The SCA prohibits electronic communica-
tion providers and remote computing services
from “knowingly divulging the contents of
their customers’ electronic communications
or records relating to their customers.19

Because the SCA was enacted before the
advent of social networking, case law
addressing the SCA previously focused on
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argued that the privacy settings should dictate
what information is discoverable, such an
analysis defies the historically broad scope of
discoverable information. For example, the
fact that a party sends written correspondence
to another in a sealed envelope, even marked
confidential, does not render it undiscover-
able. The same is arguably true for ESI,
whether it is email or communications
through social networks, regardless of
whether the user designated the information
as private. 

Although somewhat challenging, securing
discovery from SNPs is achievable. Indeed,
in many instances it is the only source from
which counsel can achieve the complete his-
torical information from a users’ social net-
working sites. As such, it is a discovery
source that should be explored. 

email providers. More recently, however,
courts have addressed the parameters of the
SCA with regard to social networking.

In the case of Crispin v. Christian
Audigier, Inc.,20 a court analyzed whether pri-
vate communications sent through social net-
working sites are protected by the SCA.
Defendants issued third-party subpoenas to
Facebook and MySpace, among others, to
obtain all messages and wall postings that
referred to the defendants. The California
federal district court in Crispin held that pri-
vate messages sent via Facebook and
MySpace were protected by the SCA. The
Crispin court drew a distinction, however,
between plaintiff’s private messages and wall
postings, because wall postings are generally
public, unless specifically protected by the
user. Accordingly, the Crispin court
remanded for a determination of whether the
plaintiff’s privacy settings rendered these
wall postings unprotected by the SCA. 

Although Crispin suggests that a user’s
efforts to make communications on social
networking sites private is a key factor in
determining whether a user’s communica-
tions are protected by the SCA, some courts
have still required parties to provide access to
this purportedly private information. For
instance, in Romano v. Steelcase21 a New
York State court ordered a plaintiff to execute
a consent and authorization form providing
defendants access to information on the
social networking sites she utilized. The
Romano court held that in light of public
information, such as the smiling profile pic-
ture, there was a reasonable likelihood that
other information on the social networking
sites could contain evidence relevant to her
damage claim regarding her enjoyment of
life.22

The judge’s approach in Romano is con-
sistent with exceptions in the SCA that permit
disclosure of a user’s information with lawful
consent.23 Courts may, however, be resistant
to compel a party to disclose social network-
ing information in order to prevent a fishing
expedition into a party’s personal informa-
tion.24 Nonetheless, where the information is
discoverable, a court may very likely require
the party to execute an authorization.25

Conclusion
Social networks are a relatively untapped

discovery source that can contain a wealth of
useful information. Because unsophisticated
users of social networks will likely have dif-
ficulty preserving such data, the best source
for discovery is to seek the production
directly from the SNPs subscribed to by the
user. For compliance with the SCA, counsel
will be required to secure consent from the
user, which can be compelled by a court.
With the service of a subpoena and autho-
rization from the user, counsel can begin the
process of obtaining production from the
SNPs. 

Although some users have successfully
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