
NEW JERSEY LAWYER | August 2011 43WWW.NJSBA.COM

Use of Social Networking Sites 
in Mass Tort Litigation
A Defense Perspective

by Stuart M. Feinblatt, Beth S. Rose and Gwen L. Coleman

J
ames Gleick, in his acclaimed recent book The

Information, describes the centrality of information

in our modern technological age.1 He views infor-

mation as “the blood and the fuel, the vital princi-

ple” of the world. Of course, litigators have long

recognized the importance of information, partic-

ularly regarding opposing parties, key witnesses

and the subject matter of the pending lawsuit. 

Assume you are a defense attorney defending a mass tort in

which dozens of plaintiffs claim they have become disabled

and homebound because they ingested your client’s pharma-

ceutical. Suppose you could obtain evidence created by one of

the plaintiffs—such as photographs or even videos—showing

the allegedly disabled plaintiff skating or skiing. What if you

could find proof that the plaintiff was a member of a ‘victim’s

rights group’ long before he sued, thereby creating a solid

statute of limitations defense? What if there are writings

showing the plaintiff was fully aware of the characteristics of

the pharmaceutical (i.e., side effects, warnings) he now claims

were hidden from him? 

Where could such valuable information be found? A very

fertile source may well be social networking sites such as Face-

book, Twitter, MySpace or LinkedIn. These sites are part of

what is known as web 2.0. Web 1.0 was the initial version of

the Internet, involving generally static websites where users

could extract data in a one-way flow of information. Web 2.0,

as one commentator has noted, is a much more dynamic plat-

form intended to “facilitate the sharing of information

among users.” Web 2.0 has transformed the Internet into “a

platform for services whose purpose is to harness collective

intelligence.”2 In the world of web 2.0, visitors to websites are

no longer mere passive viewers of information, instead they

play an active role in creating the information contained on

these sites.

Several social networking sites are at the center of web 2.0.

These sites are ‘social’ because the participants freely share

information with others regarding their daily activities, opin-

ions, and interests, as well as the successes and sometimes fail-

ures of themselves, their family members and friends. The

popularity of these social networking sites has exploded over

the last few years. For example, Facebook has over 500 million

active users.3 Millions of people, probably including many

readers of this article, spend 55 minutes or more per day on

Facebook and other social networking sites.4 The total number

of estimated social networking users worldwide is probably

closing in on one billion.5

Although hard to define, social networking sites have been

characterized by one commentator as “web-based services that

allow individuals to (1) construct a public or semi-public pro-

file within a bounded system, (2) articulate a list of other users

with whom they share a connection, and (3) view and traverse

the list of connections and those made by others within the

system.”6

Beyond the most prominent social networking sites, it is

fair to say that social networking extends to other forms of

user-generated content on the Internet, such as blogs, com-

munications on message boards, pictures or videos shared on

sites such as YouTube or Flickr, and consumer reviews posted
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on websites such as TripAdvisor.com.

The amount of information that can

be gleaned from users’ postings on these

sites is virtually unlimited. Consider

Facebook as an example. The typical

user posts a ‘profile’ that is an open win-

dow to that person’s opinions, values,

interests and activities. Among other

things, the typical profile may disclose

the user’s age; educational and work

background; political and religious

views; favorite books, movies, and prod-

ucts; and daily activities. As one court

has noted, social media sites and other

forms of electronic communication are

likely to contain “statements involving

observation of events surrounding us,

statements regarding how we feel, our

plans and motives, and our feelings

(emotional and physical).”7 The profile

typically also contains photographs and

perhaps videos that are fertile sources of

information about the poster. 

Of course, Facebook is a dynamic site

where a user typically receives and

responds to comments from other users.

This feature further enhances the

amount of information that can be

obtained when it is part of a site. 

Before turning to how defense counsel

in mass tort litigation can use social net-

working information, a few special fea-

tures of social networking sites must be

kept in mind. These features challenge

even the most skillful litigator seeking to

obtain, preserve, authenticate and admit

such information into evidence. 

First, users typically control who can

view their information and the types of

information that can be shared. Internal

controls generally cause the informa-

tion to fall into three categories: public

information that is available to every-

one, semi-private information released

only to authorized ‘friends,’ and largely

private information that is only released

to a single person or a few people.8

Second, the data kept on social net-

working sites is very dynamic, and users

are constantly adding, deleting and

altering information, and interacting

with other users. 

Finally, unlike the old paradigm

where information was typically stored

on the user’s personal computer hard

drive, social networking information is

typically stored on servers maintained

by the social networking site itself (or

third-party hosts) and not on the user’s

own computer.9

Obtain Publicly Available Information
About a Plaintiff or Witness

Assuming defense counsel wants to

obtain and use information that plain-

tiffs or witnesses have posted about

themselves on a social network, the first

step should be to search the Internet for

publicly available information (using

Google, Yahoo or another search

engine). This should allow counsel to

determine whether the party or witness

is active on one or more social network-

ing sites. While, as noted above, some

social networks offer internal controls

that allow users to choose who can

access and review their private informa-

tion, a litigant can obtain information

the user has placed in the public realm

without ‘friending’ a plaintiff or witness. 

Significantly, courts have predictably

held that there is no expectation of pri-

vacy in this information because the

user deliberately chose to make it pub-

licly available to all Internet users.10

Thus, counsel can review wall posts, sta-

tus updates, photographs, messages and

other information that plaintiffs and

witnesses have made available to the

general public on Facebook, MySpace

and other social networking sites.11 After

counsel obtains all information that is

publicly available, the next step should

be to obtain additional information

through written discovery. 

Serve Plaintiff With Formal 
Discovery Demands

If the plaintiff’s claim is similar to

numerous other claims arising from the

same product or event, the New Jersey

Supreme Court may designate the case,

or category of cases, as a mass tort to be

assigned to a mass tort judge for coordi-

nation and management.12 Shortly

thereafter, a case management plan/

order will likely be entered that will,

among other things, typically require the

parties preserve all documents contain-

ing information that is potentially rele-

vant to the litigation.13 Counsel should

consider requesting that the preservation

order specifically address social network-

ing information contained on the par-

ties’ computer hard drives.14

In New Jersey mass tort litigation,

judges like to streamline the discovery

process and avoid multiple requests

from defendants for the same plaintiff

information. Thus, standard practice

has been for the judge to encourage the

parties to meet and fashion fact sheets

(i.e., questionnaires) that defendants

can direct to individual plaintiffs in

standard, agreed-upon forms.15 The mass

tort judge may also enter an order

requiring production of paper and elec-

tronic documents agreed to by the par-

ties. The information obtained from the

fact sheets and related document pro-

duction may enable defense counsel to

winnow down the playing field by dis-

covering, early on in the litigation,

whether the plaintiff actually used or

was exposed to a particular manufactur-

er’s product during the relevant time

period, and can lead to the dismissal of

manufacturers who are not identified. 

Discovery orders entered in some

ongoing New Jersey mass torts have

addressed computer-based information,

including, potentially, social network-

ing sites.16 A skillful litigator should

include questions about the social net-

works subscribed to by the plaintiff,

dates of each subscription, user names

and passwords, and all documents and

information relating to relevant social

networking postings.

After the plaintiff has served full and
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responsive answers to the fact sheets

and related document requests (if appli-

cable), defense counsel can, if necessary

and authorized by the mass tort judge,

use supplemental formal discovery

methods (e.g., interrogatories, requests

for documents, depositions, requests for

admissions) to obtain wall posts, status

updates, photographs, messages and

other information from the plaintiff or

the social network provider (SNP).17

The formal discovery demands

should require the plaintiff to update

his or her social networking informa-

tion and produce all responsive docu-

ments and information relating to rele-

vant postings. As a practical matter,

upon receiving these demands the

plaintiff may claim the requested infor-

mation and documents are not discov-

erable because they are subject to some

‘privacy’ privilege. 

Notably, two leading cases have gone

so far as to hold that there is no legiti-

mate reasonable expectation of privacy

in even the private portions of social

network postings because users consent

to sharing information with others,

notwithstanding privacy controls, when

they join a social networking site. These

courts have effectively rejected any

social networking privilege. 

In Romano v. Steelcase, a trial court in

Suffolk County, New York, held that a

plaintiff had no expectation of privacy

because “when [she] created her Facebook

and MySpace accounts, she consented to

the fact that her personal information

would be shared with others, notwith-

standing her privacy settings.”18 Similarly,

in McMillen v. Hummingbird Speedway, Inc.,

a Pennsylvania trial court decision, the

court declined to recognize private com-

munications on Facebook as confidential,

and allowed the defendant access to the

plaintiff’s social network sites.19

The take-away from these well-rea-

soned cases is that there is no reason-

able expectation of privacy associated

with social networking postings.20 Even

the guidelines of some service providers

make clear when the user initially sub-

scribes to a social networking site that

there is a great risk the information

shared on the site will become publicly

accessible.21 The bottom line is that

there is no guarantee that information

designated as ‘private’ will remain pri-

vate, since the personal information

shared with ‘friends’ can be disseminat-

ed by those friends to third parties.22

Moreover, there can be no privacy

expectation because the social network

operator typically monitors everything

the user is posting.23

General discovery rules, of course,

apply in the social networking realm.

Indeed, courts have held that private

social networking information is discov-

erable if it is “relevant to any party’s claim

or defense,” and “reasonably calculated

to lead to the discovery of admissible evi-

dence.”24 When plaintiffs place their

physical or mental condition in contro-

versy, defendants are generally entitled to

discover private information posted on

social networking sites that may be rele-

vant to the issue of damages and the

extent of a plaintiff’s injuries.25 Informa-

tion on a social networking site that is rel-

evant to a party’s or witness’s credibility

has also been deemed discoverable.26

Obtain a Court Order Requiring
Plaintiff to Produce Social
Networking Information

In the event a plaintiff refuses to pro-

duce ‘private’ information, defense

counsel should be prepared to go to

court to obtain appropriate relief. The

court may require the defendant to

demonstrate that relevant information

likely appears in the ‘private’ portion of

the profile (i.e., information that is

released only to select ‘friends’). The

defendant can argue that, since the pub-

lic portion of the plaintiff’s profile con-

tained information relevant to the liti-

gation, it is likely the private portion

will also contain relevant information.27

Even if the court directs the plaintiff to

produce private wall posts and other

information, the amount of information

that can be produced may necessarily be

limited. This is inevitable because, as

noted above, the social networking infor-

mation is maintained on the provider’s

computer and not the user’s. The user, at

best, can only turn over current ‘snap-

shots’ of the information that appears on

the social networking pages. The user can-

not produce deleted or altered informa-

tion, because he or she typically cannot

preserve historical social network infor-

mation on his or her personal computer. 

While it is unlikely that most users

copy or backup this information, a

plaintiff is obligated to preserve the

information as soon as litigation is rea-

sonably anticipated. In fact, initial case

management orders in mass tort litiga-

tion often require that all parties pre-

serve all documents (including electron-

ically stored information) that are

potentially relevant to the litigation, and

that they preserve and not delete, tamp-

er with, alter, or erase computerized data

until the litigation is fully resolved.28

Subpoena the Information Directly
From the Social Network Provider

So where can you turn for historical

social network evidence? The best

source is to obtain the information

directly from the SNP. Most SNPs have

policies allowing for the disclosure of

information in order to comply with the

law. For example, Facebook’s privacy

policy states that it will “disclose infor-

mation pursuant to subpoenas, court

orders, or other requests (including

criminal and civil matters) if we have a

good faith belief that the response is

required by law.”29 The MySpace privacy

policy indicates that it may “disclose

personally identifiable information to

comply with the law or legal process.”30

Therefore, in order to attempt to obtain

the entire universe of current and archived

information a user has historically posted
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on a social networking site, defense coun-

sel should serve the SNP with a third-party

subpoena attaching a comprehensive set

of written discovery demands. The

demands should request all electronically

stored information that has been transmit-

ted through the SNP since the plaintiff or

witness initially subscribed to the service.

Fortunately, the SNP has the capacity to

retrieve this information, since it stores

social networking information on third-

party servers for extended periods. 

It should come as no surprise that the

SNP may object to the discovery demands

on the grounds that they are overly

broad, vague and unduly burdensome.

Defense counsel, therefore, should be

careful to specifically tailor the demands

to facilitate the discovery process (i.e.,

relate the demands to the plaintiff’s

injuries, product at issue, etc.).31

The next challenge is that the SNP

will probably rely on the Stored Com-

munications Act to limit or shield the

requested information from disclosure.

This act prohibits SNPs from “knowingly

divulging the contents of any communi-

cation while in electronic storage by that

service.”32 There are limited exceptions.

The act does not apply to electronic

communications that are “readily acces-

sible to the general public,” but rather

only restricts the SNP’s ability to produce

private communications that were trans-

mitted through its servers.33 It does per-

mit, however, the production of private

information as long as counsel obtains

lawful consent from the user.34

Given these provisions, counsel can

serve a carefully tailored third-party sub-

poena on an SNP to obtain public infor-

mation.35 In addition, it is advisable to

attempt to obtain a court order that

requires the plaintiff or witness to execute

a consent and authorization form for the

release of private information from the

SNP. In short, with careful planning coun-

sel can successfully obtain information

from a social networking site, while com-

plying with the provisions of the act.36 

Best Practices for the Authentication
and Admissibility of Social
Networking Information at Trial

Assuming that a user’s social net-

working information is relevant and dis-

coverable, the final challenge for

defense counsel will be to get the infor-

mation admitted into evidence. Since

the information is an out-of-court state-

ment, it is subject to the hearsay rules.37

Thus, while it cannot freely be offered

for the truth of the matter asserted, a

skillful defense counsel can successfully

get the information admitted under a

hearsay exception.38

The adversary may argue, however,

that defense counsel did not comply

with the rules of evidence and properly

authenticate the social networking

information prior to its admission.39 Of

course, defense counsel must lay the

proper foundation by establishing that

the plaintiff or witness actually

authored the posting during the rele-

vant time period. 

The easiest way to prove this is to

confirm in sworn testimony that the

plaintiff or witness posted the state-

ment. But this may not happen. Indeed,

the plaintiff may argue that manipula-

tions of information and hackings are

prevalent on the Internet, and, there-

fore, the rules of evidence regarding

authentication must be stringently

applied to social network postings.40

Defense counsel should keep in mind

that there are useful tools to authenti-

cate social network data, such as hash

marks (numerical identifiers assigned to

a file), and metadata (information

describing the date, time, and identity of

the creator).41 Or defense counsel can try

to locate a non-party witness who can

affirm that he or she viewed the user

posting the information, and that the

proffered evidence is an accurate copy of

that information. The non-party witness

can vouch for the authenticity of the

information by attempting to link the

user to the posting. For example, he or

she can identify pictures appearing on

the profile, affirm that the user’s birth-

day is accurate or nicknames are correct,

or affirm that the user is, in fact, affiliat-

ed with the organizations posted.42

Attorneys Must Play by the 
Ethics Rules

Remember that the ethics rules apply

to social networking discovery. Counsel

should not pretend to be a plaintiff’s or

witness’s friend in order to obtain social

network information that is relevant to

the case. And certainly, counsel should

not hire a third party to engage in this

conduct either. State bars have found

these practices to be improper and uneth-

ical because they omit a highly material

fact—that the attorney or third party who

asked to be allowed access to the social

networking site is doing so for purposes

of the litigation (e.g., to obtain impeach-

ment testimony, review incriminating

photographs, or determine the extent of

the plaintiff’s physical or mental injuries).

The Philadelphia Bar Association’s

Professional Guidance Committee

addressed this precise issue in a recent

advisory ethics opinion.43 An attorney

sought guidance after learning, during

the deposition of an unrepresented non-

party witness, that the witness sub-

scribed to MySpace and Facebook. Fol-

lowing the deposition, the attorney

considered asking a third party to friend

the witness in order to gain access to the

private portions of his social network

pages and retrieve information the

attorney could potentially use to

impeach the witness at trial. 

The committee found that the attor-

ney’s proposed conduct was deceptive

because the third party seeking access

was not planning to disclose that his sole

motivation for his contact with the wit-

ness was to obtain and share the infor-

mation with the attorney for the purpose

of impeaching her testimony. However,

the committee did find that if an attor-

ney directly and forthrightly makes a
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friend request to the witness (presumably

disclosing his or her identity as a lawyer

and the purpose of the access), and if the

witness grants that request, access to his

or her profile pages would be permissible

and not in violation of the ethics rules. 

The New York City Bar Association’s

Committee on Professional Ethics recent-

ly analyzed whether an attorney could

view and access the public portion of a

party’s Facebook or MySpace pages, with-

out friending the party, in order to gain

impeachment material.44 The committee

opined that an attorney could review and

use the public portion of a party’s social

networking page in a pending litigation

for impeachment purposes. However, in a

footnote the committee suggested in dic-

tum that the ethics rules prohibit an attor-

ney from friending a party or recruiting a

third person to do so if the party is repre-

sented by counsel (absent prior consent

from the party’s attorney). Notably, if the

party is not represented by counsel, the

attorney can send a friend request, as

long as the attorney uses his or her real

name and profile, and does not seek to

give legal advice (other than the advice to

obtain counsel if the other party’s inter-

ests are likely to conflict with those of the

lawyer’s own client).45

Finally, the San Diego County Bar

Legal Ethics Committee recently consid-

ered similar ethical issues.46 In particu-

lar, the committee addressed whether

an attorney, representing a former

employee in a wrongful discharge

action against a corporation, could send

out a friend request to high-ranking

employees at the defendant corporation

whom the attorney’s client had identi-

fied as being dissatisfied with the

employer, and therefore likely to make

negative comments about the employer

on their Facebook pages. 

Relying on California Rule of Profes-

sional Conduct 2-100, which prohibits

an attorney from communicating direct-

ly or indirectly about the subject of the

client’s representation with another

party known to be represented by anoth-

er attorney in the matter, the committee

first assumed that the high-ranking

employees of the corporation are repre-

sented parties. Based on that assumption,

the committee concluded that a generic

request that the employees friend the

attorney constituted improper commu-

nication with a represented party about

the subject matter of the representation.

This is so because the communication to

the employees was motivated by the

quest to obtain information regarding

the subject matter of the lawsuit, namely

damaging information about the client’s

former employer. The subject of the legal

representation need not be directly refer-

enced in the friend request for the

request to be about or concerning the

subject of the representation. 

In addition, commenting favorably

on the Philadelphia ethics opinion noted

above, the committee concluded that an

attorney violates his or her ethical duty

not to deceive by making a friend request

to a represented party without disclosing

the reasons for the request. As the com-

mittee put it, “[r]epresented parties

shouldn’t have ‘friends’ like that and no

one—represented or not, party or non-

party—should be misled into accepting

such a friendship.” 

Conclusion
Social networking sites undoubtedly

can be a potential treasure trove for

defense counsel in mass tort litigation.

Users of social networking sites often

freely disclose valuable personal infor-

mation about their claims, injuries and

credibility that can be extremely rele-

vant to their cases. Despite privacy con-

trols, a litigator can effectively discover

and utilize social networking informa-

tion at trial through careful discovery

planning and a basic understanding of

this evolving technology. �
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