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You are general counsel of a large cor-
poration with an in-house legal department
that, as is now the custom, communicates
with outside counsel, business people
within the company and among each other
using email. To maintain the email system,
your company uses both a staff of in-house
Information Technology (“IT”) employees
and outside consultants. All of these
employees or outside consultants, in order
to carry out their functions, can access the
emails sent, received and stored by your
in-house legal staff. You are now in a “bet-
the-company” litigation and your oppo-
nent argues that all of your in-house legal
staff’s email, including emails from out-
side counsel setting forth the nuts and bolts
of your legal strategy on this matter, are
discoverable because allowing IT staff and
outside consultants such access waived the
attorney-client privilege. You contact your
outside counsel by telephone (not email)
and ask the sixty-four thousand dollar
question: Does allowing IT staff and out-
side technical consultants access to your
email servers, which contain images of
privileged email communications, waive
the attorney-client privilege?

The short answer is that it depends on
the reasonableness of steps taken to ensure
that the privileged emails remain confiden-
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tial. One key question is whether the com-
pany’s internal email policy and its con-
tracts with its outside consultants prohibit
accessing the content of emails without
first obtaining permission from the com-
pany. If these restrictions are in place, the
privilege most likely will not have been
waived. The remainder of this piece will
analyze the relevant case law and set forth
some “best practices” to maintain the con-
fidentiality of attorney email communica-
tions.

Email, like any other form of communi-
cation between a lawyer and client, is pro-
tected by the attorney-client privilege,
provided that the communications are (1)
maintained in confidence and (2) the priv-
ilege is not waived.! Three generally
accepted criteria must be met to establish
confidentiality: “(1) the client must intend
his communications with his attorney to be
confidential; (2) the client’s subjective
intention of confidentiality must be reason-
able under the circumstances; and (3) the
confidentiality must have been subse-
quently maintained.”?> As to waiver, the
majority rule is that waiver occurs only
where the disclosing party failed to take
reasonable steps to maintain the confiden-
tiality of the communications.” Factors in
determining reasonableness include: (1)
the reasonableness of precautions taken to
prevent inadvertent disclosure; (2) the

number of disclosures; (3) the extent of
disclosure; (4) the promptness of measures
taken to rectify disclosure; and (5) whether
justice would be served by waiver.* Both
the confidentiality and waiver analyses
thus center on the reasonableness of the
measures taken to ensure confidentiality.’

One commentator addressed the analo-
gous access administrators of email
providers have to email communications
stored in transit:

“[A]lthough system administrators gen-
erally have easy access to all communica-
tions transmitted through their computer
networks, they are only allowed to read e-
mail messages as necessary incident to the
rendering of their services or, if necessary
to protect their property.® This access
should not destroy the privilege since the
access by system administrators is severely
limited.” 7 In light of this, perhaps the most
important thing a company can do is to
make sure there is a contractual commit-
ment — in email policies incorporated into
its employment contracts and in any agree-
ments with outside consultants — to pre-
serve confidentiality.

Although there is no case directly on
point, at least one court has addressed an
analogous situation and concluded that
email on a commercial network is subject
to a reasonable expectation of privacy. In
United States v. Maxwell,® the U.S. Court
of Appeals for the Armed Forces addressed
the issue of privacy of emails stored on
AOL’s central server waiting to be
retrieved by the addressees. The issue in
the case was whether the defendant had
standing to challenge the validity of a
search of AOL’s servers for the defendant’s
incriminating emails. A person may chal-
lenge a search only if there is both a sub-
jective and objectively reasonable
expectation of privacy.” Because AOL’s
policy was “not to read or disclose sub-

Please email the authors at jbuckley @sillscummis.com or mpotenza@sillscummis.com

with questions about this article.


www.metrocorpcounsel.com

Volume 12, No. 11

© 2004 The Metropolitan Corporate Counsel, Inc.

November 2004

scribers’ email to anyone except autho-
rized users, thus offering its own contrac-
tual privacy protection,” the Court
concluded that the defendant had a reason-
able expectation that the emails, while in
storage, would remain private."

The American Bar Association
addressed a similar issue in ABA Formal
Op. 95-398, Access of Nonlawyers to a
Lawyer’s Database (Oct. 27, 1995). It
concluded that “[a] lawyer who gives a
computer maintenance company access to
information in client files must make rea-
sonable efforts to ensure that the company
has in place, or will establish, reasonable
procedures to protect the confidentiality of
client information.” The ABA recognized
that “lawyers now use outside agencies for
numerous functions such as accounting,
data processing and storage, printing, pho-
tocopying, computer servicing and paper
disposal” which “inevitably entails giving
them access to client files.” The ABA con-
cluded that a lawyer’s ethical obligation to
preserve client confidentiality is not
breached by retaining third parties to per-
form these functions as long as the lawyer
“ensures that the service provider has in
place, or will establish, reasonable proce-
dures to protect the confidentiality of
information to which it gains access.”

The ability to monitor the communica-
tions, without more, should be insufficient
to find a waiver. As the Ninth Circuit put
it, “the capability of monitoring does not
create implied consent to any monitoring
that occurs. Cellular telephones and elec-
tronic mail are both technologies of ques-
tionable privacy, but we nonetheless
reasonably expect privacy in our cell
phone calls and email messages.”" Simi-
larly, “lawyers routinely make use of the
convenience of overnight delivery, without
fear that any privilege is waived or secret
improperly revealed, even though the back
of the airbill makes it clear that the carrier
has an unconditional right to open any
envelope or package for any reason or for
no reason.” "

Companies should be aware of the risk
of a failure to meaningfully restrict access
by third parties. In re Horowitz" found a
waiver based on an accountant’s access to
privileged communications in a client’s
files. In that case, a party made all of its
files, including privileged communications
with his lawyers, available to its accoun-
tants for purposes unrelated to the giving
of legal advice. Significantly, the defen-
dant placed absolutely no restrictions on
the accountant’s access to the files and in
fact, the accountant “had the authority to
look at the legal communications,
many of which appeared to deal with the

tax and financial matters with which he
was particularly concerned.”™* Noting that
the party “[a]t the very least . . . could have
directed [the accountant] not to look at the
privileged documents,” but in fact took no
“affirmative action to preserve confiden-
tiality,” the court held that the attorney-
client privilege had been waived.” A
company can avoid the consequences of
Horowitz and the cases that follow it by
taking affirmative measures to preserve the
confidentiality of its email. Such measures
can include a formal email policy that pro-
hibits unauthorized access to emails and
the inclusion of similar restrictions in its
agreements with outside computer tech-
nology consultants.

In light of the growing sophistication of
computer networks in the corporate con-
text, many companies necessarily must
outsource the maintenance of those sys-
tems. If companies take reasonable pre-
cautions to limit access to attorney-client
emails, it is unlikely that a court would find
a waiver. In addition to the measures sum-
marized above, companies should consider
implementing some or all of the additional
measures outlined below to further enhance
the confidentiality of its attorney-client
communications.

1. All legal email should be identified in
the subject line as “Privileged and Confi-
dential,” “Attorney-Client Communica-
tion,” or “Attorney Work Product,” as
appropriate. An attorney writing an email
should identify himself or herself as an
attorney in the signature line. Outside
counsel should be encouraged to follow
these procedures as well.'s

2. The company should make sure that
it has a written confidentiality agreement
with all consultants with access to its
servers: (1) that prohibits access to legal
email communications absent express
written authorization of the company; and
(2) by which those consultants agree that if
they access legal email, either inadver-
tently or with permission as above, they
will not reveal that information."”

3. Similar precautions as in #2 above
should be included in the company’s email
policy pertaining to the IT staff’s access to
legal email.

4. Business and legal email should be
kept separately.” This can be done either
by dedicating a part of the server architec-
ture to store the legal department’s emails
or by having a separate system for the legal
department’s email correspondence.
Access to the legal email server should be
strictly limited both in terms of the number
of IT staff and outside consultants with
authority to access it and in the precautions
(i.e., password protection) to keep unau-

thorized personnel from accessing the
information.”

5. Legal emails should be deleted on a
regular basis from the servers in accor-
dance with the company’s document reten-
tion policy and whatever additional
restrictions (such as court preservation
orders, pending litigation, etc.) may be
applicable. Prior to that, legal emails
should be transferred to a storage medium
(such as a computer disk) and stored in a
physically separate area with restricted
access. This will minimize the amount of
privileged email to which IT staff and/or
outside consultants have potential access.
The separate media used to store these
emails should be logged so that they can be
destroyed as provided in the company’s
document retention policy.”

6. Legal email if possible may be
encrypted so that, even if IT staff or
consultants access the data, they are not
able to decipher the substance of the
communication.”'
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